Usability and guessability are two conflicting criteria in assessing the suitability of an image to be used as password in the recognition based graphical authentication systems (RGBSs). We present the first work in this area that uses a new approach, which effectively integrates a series of techniques in order to rank images taking into account the values obtained for each of the dimensions of usability and guessability, from two user studies. Our approach uses fuzzy numbers to deal with non commensurable criteria and compares two multicriteria optimization methods namely, TOPSIS and VIKOR. The results suggest that VIKOR method is the most applicable to make an objective state-ment about which image type is better suited to be used as password. The paper also discusses some improvements that could be done to improve the ranking assessment.
Introduction
Recognition-based graphical authentication systems are an alternative type of mechanism where images are used as passwords. The decision making process to select the most suitable image type to be used as passwords in RBGSs has to consider several conflicting criteria (usability and guessability). There has been no existing research to quantify and rank the different image types suitable to be used as pass-words in RBGSs. In this paper we propose a new approach that effectively integrates a series of techniques and concepts so that the decision makers can obtain a comprehensive and consistent evaluation result. Our approach combines: (1) multi criteria decision making (MCDM); (2) fuzzy set theory and fuzzy numbers; (3) a multi criteria optimization method. MCDM [1, 2] usually helps decision makers quantify and evaluate each criterion as well as rank all the alternatives. The main steps of the decision making process involve: (1) Establishing the evaluation criteria; (2) Consider the alternatives; (3) Assessing the alternatives in terms of criteria; (4) Employing multi criteria analysis technique; (5) Accepting one alternative as an optimal choice. This research incorporates fuzzy set theory [3] in the performance measurement. The main contribution of fuzzy set theory is its ability to represent vague data. In a deci-sion making process each criterion is measured with a different scale, which makes the judgments unbalanced and imprecise. Fuzzy numbers help to deal with the imprecise and uncertain values of each criterion [4] . Each fuzzy number is associated to a linguistic variable as shown in fig 1 [5] .
Fig. 1. Fuzzy numbers with linguistic variables defining them
Multicriteria optimization is the process of determining the most feasible alternative of all taking in to account each of the established criteria. An approach to determine a final solution as a compromise was introduced in [6]. In this context, the VIKOR method [7, 8, 9] is a multicriteria ranking approach developed to help solve the decision problems with conflicting and noncommensurable criteria. It determines the compromise solution for a problem with conflicting criteria. A compromise solution is a feasible solution that is closest to the ideal which is agreed by mutual concessions. Another multicriteria ranking approach, Technique for Order of Preference by Similarity to Ideal Solution (TOPSIS) [10, 11] uses a distance based MCDM approach to choose an alternative that has the shortest geometric distance from the ideal solution and the longest geometric distance from the negative ideal solution. The ideal solution is the best performance value exhibited by any alternative for each criteria and negative ideal solution is the worst performance value.
The rest of the paper is structured as follows. In Section 2 we discuss the usability and guessability study conducted by us. In Section 3 we describe the ranking framework and compare the TOPSIS and VIKOR method with an illustrative example. The data for the example is obtained from the user studies discussed in Section 2. Finally, in Section 4 we discuss the results and scope for future improvements 2
User Study
We developed four RBGSs (online website which used images as passwords). Each of them used a different image type as the password: (1) Mikon; (2) Doodle; (3) Art; (4) Object. We conducted a usability study with independent measures (between subjects) style of experimental design having four conditions namely Mikon, doodle, art and objects. The participants in the Mikon condition created four passwords (each password comprising of 4 Mikon images) and authenticated using them. The same procedure was followed in other conditions too. This study was conducted for eight weeks with 100 participants. The dependant variables were:
Memory: It examined the average/mean successful login percentage (S) for each of the conditions calculated as,
